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NOD32 is a unified Anti-Threat system that
utilizes a single optimized engine to detect and
protect against a wide range of evolving threats,
including viruses, spyware, adware, and even
some phishing attacks — in real-time, before
signatures are available in most cases. NOD32

is the fastest, most accurate, and lowest impact
solution in the industry, and hasn’t missed a virus
In the Wild in the past seven years — since May
1998 (Virus Bulletin).

The advanced ThreatSense™ engineis a
sophisticated system of advanced heuristics
which proactively decodes and analyzes
executable code to identify increasingly
sophisticated malicious behavior characteristic of
today’s evolving threats.

er

Essential Security
against €volving Threats

Best Detection

» NOD32 has not missed a single in-the-wild virus in seven years, and is

the record holder of 31 VirusBulletin 100% awards. (www.virusbtn.com)

« Known and New Threats: ThreatSense™ technology detects 92% of
threats heuristically, including variants of MyDoom, Netsky, Bagle and
Mytob

- Lowest false positive rate

- Intelligent, parallel use of advanced heuristics and generic signatures

Fastest Performance

+ Low performance impact of 6% for on-access scanning (source: Canon)

+ The 19MB/sec throughput scanning rate on Windows 2003 Server, is 2 to
50 times faster than competition (Source: Virus Bulletin)

+ Lowest Resource Utilization

+ Optimized engine uses under 20 MB memory on average

« Extends the life of IT resources

Powerful Centralized Management

+ N-tier scalable to 10's of thousands of workstations

« Easy to install and use - usually in under one minute!! And less than 5
minutes on typical networks

+ Sophisticated control, logging and reporting

« Automated hourly updates

+ Increased user compliance
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Integrated Modules

« Antivirus MONitor (AMON)

« NOD32 — on-demand scanner

« Internet MONitor (IMON) - scans incoming emails via the
POP3 protocol

+ E-mail MONitor (EMON) — scans incoming/outgoing emails
via MAPI interface

- Document MONitor (DMON) — scans Microsoft Office
documents (including in Internet Explorer)

Key Functionality

+ ThreatSense™ technology - a single optimized anti-threat
engine for analyzing code to identify malicious behavior;
such as viruses, spyware, adware, phishing and more

+ Unprecedented heuristic analysis capable of discovering
new malware threats as they emerge

« Powerful virtual PC emulation technology enables unpack-
ing and decryption of all types of archives and run-time
packing

+ Able to clean active malware running in memory

« Protects at multiple infiltration points - including HTTP,
POP3, SMTP, and all local and removable media

« Removes infections from files that are locked for writing
(e.g.loaded DLL file)

- Prevents infected files from being opened, executed and
warns on creation of infected files

+ Automatic execution on system startup

« Supports multiple Terminal Server environments

« Supports scanning of mapped network disks
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ThreatSense.NET extends the power of ThreatSense’s power-

ful analytics on a global scale. NOD32 system can automatically (or
manually) submit samples of new suspected malware to threat lab re-
searchers for analysis. ESET clients receive notification of new malware
outbreaks and tips on how to protect themselves via this feedback
loop as well. Globally collected information and statistics are made
available online at ThreatSense.NET (the successor to ESET’s popular

VirusRadar.com).

Supported Platforms

NOD32 for Windows workstations

NOD?32 for Windows File Servers

NOD32 for web servers

Remote Administrator - Central Management Console
NOD32 Enterprise Edition

NOD32 Small Business Server Edition

NOD32 for Microsoft Exchange

NOD32 for Lotus Notes

NOD32 for Linux Mail Server

NOD32 for Linux File Servers (Redhat, Debian, Suse, Mandrake,
Other)

NOD32 for FreeBSD

NOD32 for Novell Netware

Kerio MailServer

Kerio WinRoute Firewall

Services

Free world-wide email and telephone support
Proactive Malware Protection Training
On-Call Incident Response Service

Free online threat information center

Download a Free 30-day
evaluation at

www.nod32-av.com

Y CSA- Authorized Partner
@ (Sl B 803South 35th Street
South Bend, Indiana 46615
tel. 574.229.3838

fax:  802.609.2040
email: nod32@nod32-av.com



